From: Shippensburg University - Webmail Servide <julia2@spu.edu>
Date: Tuesday, 11 September2012 12:18 PM

Subject: 1 New Mail Message

C|

You Have One New Mail Message,
Click The Link Below To View Message.

Click here to View Message

Shippensburg University - Webmail Service

This is not
from a
ship.edu
email
address.

Clicking on the “Click here to View Message” screen takes you to a fraudulent Outlook Web
Access site, where the phishers are attempting to get you to enter your ship.edu credentials. They
want to use your email account to send thousands of spam / phishing messages. The subsequent
messages are an attempt to collect bank account, credit card, or other sensitive information from

anyone who would receive the message sent from your email account.
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Outlook web Access

shared computer
private computer

B Use the light version of Outlook Web App

User name:

Password:

[%5| Connected to Microsoft Exchange
£ 2010 Microsoft Corporation. All rights resemved,

Email Options Student Links Faculty/Staff Links

Reset My Password Student File Space Faculty/Staff File Space

Change My Password Student Web Space Faculty/Staff Web Space
Manage Spam Student Information System Ship Home Page

Have Questions? Visit our online users guide.

This is not
a ship.edu
website.
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