Shipsecure Access

Click the wireless network indicator in your system tray and select “Open Network and Sharing Center”.
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- Click “Manage wireless networks” top left corner.
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View your basic network information and set up connections
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Connections:

i Set up a new connection or network
=

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

Cennect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

@@ Choose homegroup and sharing aptions

Access files and printers located on other network computers, or change sharing settings.

[S] Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.




- Click “Add”
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Windows tries to connect to these networks in the order listed below.
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Select “Manually create a network profile” .
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How do you want to add a network?

5" Manually create a network profile
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“« This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




Fill in the settings as follows:
o Network name: shipsecure
o Security type: WPA2-Enterprise
o Encryption type: AES
o Security Key: Leave Blank

- Click “Next”.
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@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: shipsecure

Security type: [WPAZ-Enterprise v]

Encryption type: [AES v]

Security Key: [ | [[]Hide characters

Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

- Click “Change connection settings”.
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% Change connection settings
Open the connection properties so that [ can change the settings.




- Select the “Security” tab.
- Click “Settings”
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[#]Remember my credentials for this connection each
time I'm logged on

Uncheck “Validate server certificate” and “Enable Fast Reconnect”.
- Click “Configure”.
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Uncheck “Automatically use my Windows logon name and password...”.
- Click “OK”.
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Do not prompt user to authorize new servers or trusted
certification authorities.
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- Click “OK” at the “Protected EAP Properties” window.
- Click “Advanced settings”.
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Choose a network authentication method:
| Micrasoft: Pratected EAP (PEAF) -] [ Settings.

Remember my credentials for this connection each
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- Check “Specify Authntication mode:” .
- Select “User or computer authentication”.
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Spedfy authentication mode:

[User or computer authentication '] Save credentials

[ Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon

Mazximumn delay (seconds): 10 =
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication




Click “OK” on the “Advanced Settings” window.
Click “OK” on the “shipsecure Wireless Network Properties” window.
Click “Close” on the “Successfully added shipsecure” window.

To connect to shipsecure:
Click your wireless indicator in the system tray.
Select “shipsecure” and click “Connect”.

Enter your Shippensburg ID (without “@ship.edu”) and password.
Click “OK”.
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